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ARAB LEAGUE SECRETARY-GENERAL

The subject of data security has recently witnessed important
developments at the international level... The United Nations
has established an open-ended committee to elaborate a
comprehensive international convention against the criminal use
of technology... It is a committee that will soon begin its work...
As Arabs, we should actively participate in its work to protect and
.defend our rights

In the same context, at the previous session of the High
Coordination Committee, we had set up a working group to
develop a unified Arab framework to counter cyber piracy and
protection of networks... We also called .. for the organization
of an Arab forum to discuss Cybersecurity challenges... and I'm
looking forward for it to be held as soon as possible, and | hope
that all Member States and institutions of joint Arab action will
.participate actively on it

Extract from Mr. Ahmed Abu Gheit Speech
Arab League Secretary-General
(Opening Ceremony works of the Session (51
of the High Coordination Committee for Joint Arab Action -
New Alamein City: 8/7/2021
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GENERAL DIRECTOR OF THE ARAB ICT ORGANIZATION -AICTO

For years, the world has been living on the
impact of the digital revolution, known as the
Fourth Industrial Revolution, which has opened
the door to the infinite possibilities of access
to knowledge and the provision of services
through many technological trends that evolve
day after day: artificial intelligence, robotics,
3D ,Internet of Things, self-driving vehicles
printing, nanotechnology, biotechnology,
satellite navigation technology, Blockchain,
.etc

and the spread of 2020 With the onset of
the Corona pandemic at the global level, the
leading role of technology in our lives has
strengthened and has become the vital factor,
almostthe only one, for decoupling people and
sustaining many economic sectors: education,
employment, transportation, health, etc. Thus,
the transition to digital solutions at all levels has
become necessary and not an option to deal
with this health crisis and reduce its negative
effects

Our Arab States were not immune from these
global developments and changes. They
were obliged to impose preventive measures,
sometimes strict, and most Arab States were
obliged to harness all their potential to curb
the spread of the crisis. We have seen a major
transition to digital services and solutions in
many States, both ready and not ready, which
.has compounded cyber threats and risks
Today, after our experience with the Corona
pandemic, we must acknowledge that we are
living in a rapidly changing world that can be
described as VUCA World Volatile, Uncertain,
Complex and Ambiguous. In this world, the
old rules no longer apply. In order to keep up
with the pace, the Arab States must be able
to predict the future and adapt to variables
at the same pace, with flexibility, particularly
in the design and implementation of policies,

especially in the technological and digital
.sectors

At this point, we cannot address the issue
of digital economy or the transition to
digital societies without considering that
Cybersecurity is one of the key elements
supporting the successful building of a strong
digital economy within any State

In this context, and aware that addressing the
ever-increasing cyber risks is necessary to join
efforts at the Arab and regional levels to find
comprehensive solutions that will serve all,
the Arab Organization for Communication
and Information Technologies (AICT), in
January 20 of 56 accordance with resolution
of the Arab Development Summit, has 2019
taken the initiative to formulate a “Unified
Arab Vision for Cybersecurity”. This took place
within the framework of our contribution to the
promotion of joint Arab action and assistance
to Arab States to work in a complementary
and participatory manner in a way that ensures
the prosperity and advancement of our Arab
States in the digital area

We thank the League of Arab States for its
support in this initiative. We hope that this
«Unified Arab Vision for Cybersecurity»
will serve as a starting point for joint Arab
Cybersecurity  strategies and initiatives,
especially that the region has so much human
potential in this area as well as successful
.experiences at the global level

Letss work together for a secure Arab»
«digital society
Engineer/Mohamed Ben Amor
General Director
of the Arab ICT Organization -AICTO



MINISTER OF COMMUNICATION TECHNOLOGIES REPUBLIC OF TUNISIA

In recent years, the world has witnessed an intense development in the use
of digital applications and communication technologies by different groups
andin all areas. These new technologies make it possible, on the one hand, to
facilitate and simplify the life of citizens and to contribute to the achievement
of the economic and social development, on the other hand. However, they
pose important challenges in terms of information safety and the protection
of cyberspace from internal and external risks and threats targeting the
.national security

In order to keep pace with these rapid technological developments,
the Ministry of Communication Technologies has made strengthening
Cybersecurity and enhancing digital sovereignty as one of the pillars of its
strategy for action to meet the challenges of digital transformation, the need
to open up to information systems and applications, and to cope with risks
the National ,2019 from the volume of exchanged data across networks. In
.Cybersecurity Strategy was endorsed by the National Security Council
The Ministry and its various structures are keen to continue their efforts to
foster a culture of Cybersecurity and call on the various actors to protect
national cyberspace and prevent and withstand cyber risks by building on
.national capabilities and strengthening digital trust

Dr. Nizar Ben Neji
Minister of Communication Technologies
Republic of Tunisia
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EXECUTIVE SUMMARY

By considering the economic, social and human developmentindica-
torsamong the Arab States, it becomes clear thatthere isanimbalance
between them, as the ranking of some States rises to a level approa-
ching the developed States, while other States face difficulties with de-
velopment due to many variables, conflicts and other handicaps that
affect the region and its surroundings. The Covid-19 wave, the largest
health crisis facing the entire world, has deepened this imbalance.
This imbalance also includes the willingness and readiness of
Arab States to deal with the issue of cybersecurity, which has be-
come a national security issue with the same importance as other
critical strategic sectors such as defense and public security...
The effort exerted in recent years by the Arab States in building ca-
pacities in the field of cybersecurity had an outstanding effect in the
evolution of the ranking of many Arab States as for the international
specialized indicators, where some of them have achieved exceptio-
nal qualitative leaps, while indicators of other States have stabilized.
With all these initiatives, there remains an urgent need for
concerted efforts within a regional framework to further sup-
port the Arab capabilities, such as the comparative experiences.
Within the framework of this document, we present the most im-
portant conclusions we have reached regarding the current si-
tuation in the Arab States and the nature of the risks to which
they are exposed. This document also presents a proposal for
a common Arab strategy for cybersecurity and, finally, recom-
mendations on the issue of cybersecurity governance in the
Arab region and some initiatives that could be implemented.

The different and differentiated situations of the Arab States
with regard to the adoption of a national strategy for cyberse-
curity and related legislations have not prevented the emer-
gence of a number of initiatives for the joint Arab action and in
various regulatory and institutional frameworks that would sup-
port and contribute to the implementation of the outcomes
of an Arab vision for cybersecurity, in particular its action plan.
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ECTION ONE

Scope of the Study -




1.1 GENERAL INDICATORS

Demographic data in the Arab region has witnessed
an important development in recent decades.
The population today is about 423 million people,
compared to 222.7 million in 1990. Today, the
population of the Arab region represents 5.6% of
the world's population, distributed over 22 States
covering the tenth of the land area (14 million km?).
The Arabregionischaracterized by ahigh percentage
of young people, as the 10-24 age group constitutes
about a quarter of the region’s total population.

With referencetointernationalindicators, itisclearthat
the economic, social and human development levels
are unbalanced among the Arab States. Some States
are at a level close to the developed States, while
others face difficulties with development because
of economic, social and economic infrastructure
variables, conflicts and other constraints affecting
the region and its surroundings. The Covid-19 wave,
the major health crisis facing the entire world, had
deepened this imbalance, especially since some
States were ready to employ digital solutions to
accommodate profound changes in working and
production methods and remote service delivery,
while others were unable to achieve a smooth and
flexible transition from face to face services to remote
services. The gap between the States of the region
was exacerbated by the differentiated development
in infrastructure, competencies, research and
development systems, as well as legislative systems.
In the midst of rapid digital developments in the
world’s economy, the States of the Arab region
have begun to shift from the traditional to the
digital economy. Some States have made significant
progress in digitizing a number of different areas
and sectors. A study published by the Arab Monetary
Fund in 2020 showed that the digital economy, for
example, has contributed to reducing the cost
of delivering government services by up to 88 %
in some States, while others are still very slowly
engaged in the digital transformations. The digital
divide is expected to play a role in widening the
economic gap between the States of the region.
In the light of the above, Cybersecurity is one of
the strategic priorities for the States in the Arab
region. Since the opening up of cyberspaces to
their surroundings has been inevitable, it opens
up enormous challenges. Cybercrime has become
dependent of the latest technologies (artificial
intelligence, Internet of things...) to avoid being
tracked down and to create as much damage as
possible. The Arab region is considered as fragile in
this regard considering the interest of young people,
who constitute the majority of the population, by
cyberattacks and the inability of electronic systems

to keep pace with the quantitative and qualitative
evolution of such attacks.

In this regard, this document proposes a strategic
vision to reduce cybersecurity risks for the States of
the Arab region.

1.2 SPECIFIC SCOPE OF THE STUDY

The preparation of this study is part of the efforts
of the Arab Organization for Communication
and Information Technologies and its partners to
implement the relevant resolutions aimed at raising
the capacity of the Arab region in the communication
technology sector, in particular in implementation of
the decision of the Fourth Ordinary Session of the
Economic and Social Development Summit, held
in Beirut, Lebanon, on 20 June 2019, Decision No.
56 DA (4) - C3 - 20/01/2019 - (Point 3), which states:
«To assign the General Secretariat, in coordination
with the relevant ministerial councils and the Arab
Organization for Communication and Information
Technologies and Expertise of the Arab States, the
task to study the development of a common Arab
vision in the field of technology, the digital economy
and cybersecurity.»

In this context, the Group of Arab Experts on
Cybersecurity from the Arab Region was established
and tasked to prepare this study, with a framework
and follow-up by the Arab Organization for
Communication and Information Technologies.
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2..  SCOPE OF WORK

There is no doubt that the Arab Organization for Communication and Information Technologies is one of the
players in the field of cybersecurity at the Arab level. In view of its concern to provide support to the Arab
States in order to achieve the objectives of their establishment, the organization proposes this Arab vision of
cybersecurity aimed at providing a regional participatory environment to address the challenges associated
with cyberspace safety and security.

The group of expert was assigned to prepare the study sought to define a general vision for the implementation,
operation and improvement of cybersecurity management systems in order to add value through the
completeness, comprehensiveness, accuracy, validity and reliability of the data they provide. Thus, to determine
and identify the various risks and threats to information and communication systems and to develop ways
to protect the data contained therein. The proposed outputs within this report will also enable to establish
Indexes for the following benefits:

ESTABLISHMENT AND APPLICATION OF BEST PRACTICES FOR THE MANAGEMENT OF INFORMATION SECURITY
SYSTEMS AND SECURITY CONTROLS

FORMULATION OF AN ARAB INTEGRATION MECHANISM IN HUMAN RESOURCES, SOLUTIONS AND APPLICATIONS

PROPOSING WAYS TO DEVELOP CYBERSECURITY-BASED EMPOWERMENT TOOLS IN DIGITAL TRANSFORMATION

PROVIDING MEANS OF MONITORING AND CONTROLLING INFORMATION SECURITY, AND MINIMIZING THE RISKS
T0 INFORMATION MANAGEMENT BUSINESSES

COMPREHENSIVE HANDLING OF THE DEVELOPMENT OF THE ORGANIZATIONAL STRUCTURE OF INFORMATION
SECURITY SYSTEMS IN THE APPLICATION OF BEST PRACTICES, POLICIES, ACTION PLANS, RESPONSIBILITIES,
PROCEDURES AND PROCESSES

IMPROVEMENT OF CAPACITIES TO DEAL WITH AND RECOVER MORE RAPIDLY FROM SECURITY INCIDENTS AND
TO CONTINUE BUSINESS DURING CRISIS SITUATIONS

RAISING AWARENESS AMONG STAFF ON THE CONCEPT OF INFORMATION SECURITY MANAGEMENT

INCREASING THE EFFECTIVENESS AND EFFICIENCY OF THE INFORMATION SECURITY AND MANAGEMENT
PROCESS, SAVING TIME AND RESOURCES THROUGH THE ACTIVATION OF PROCESS ENGINEERING
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2.2. WORKING METHODOLOGY

The group of expert adopted a methodology based on three main stages:

DEFINING THE ACTUAL SITUATION

CONCLUDING THE STRATEGIC VISION

PROPOSING AN ACTION PLAN AND THE
REQUIRED SUPPORT

The group of expert proceeds to define the current situation based on:

REVIEW OF REGIONAL AND INTERNATIONAL COMPARATIVE STUDIES

DEFINING, COLLECTION AND ANALYSIS OF OFFICIAL PUBLICATIONS AND DATA FOR ARAB STATES,
REVIEWING AND UPDATING THEM UNTIL THE DATE OF SUBMISSION OF THE VISION ON OCTOBER
21, 2021 CORRESPONDING TO SAFAR 09, 1443 H

INTERNATIONAL TELECOMMUNICATIONS UNION INDICATORS

STANDARD FRAMEWORKS AND INDEXES
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Reality and Challenges.
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i’oﬂl.TmE IMPORTANCE OF THE LEGAL FRAMEWORK

Arab Cybersecurity Vision

Establishing a legislative, regulatory and institutional
legal framework for cybersecurity is one of the
most important conditions for the success of any
vision or policy that ensures the security and safety
of cybersecurity from all cyber risks and offences
committed in cybersecurity. This legal framework
includes strategic plans, legal texts and procedures
relating to the legislative and regulatory framework,
as well as the institutional framework that seeks to
achieve the above-mentioned objective.

The legal framework for cybersecurity is translated
into a number of strategic plans, programs and laws,
either that revise and supplement the laws in force or
into new laws, as well as the adoption of regulations
and ordinal provisions to give effect to these
legislative texts. This legal framework is also reflected
in the development of procedures, regulatory
mechanisms and institutional frameworks designed
to achieve the intention of the public authorities
for the purpose, as well as in the establishment of
mechanisms for legal cooperation, especially judicial
cooperation between States, as national solutions
alone are ineffective and inefficient in addressing the
cyberspace risks and offences.

We can also define the areas of cybersecurity
legislation to the following purposes and axes: Digital
trust services, information systems security services,
sensitive infrastructure security services, countering
cybercrime, and personal data protection.

The importance of the legal framework in achieving
cybersecurity compared to other mechanisms
and initiatives in this study is its contribution to the
following objectives:

Developing a strategic plan to assess the current
situation of risk and identify objectives, programs
and mechanisms to secure cyberspace.

Developing legal rules for the identification of
cybercrime and procedures in dealing with it by the
judicial system.

Developing legal rules compatible with
technological developments in the digital space and
with emerging threats to digital space.

Enabling cybercrime tracking bodies to conduct
the necessary researches and investigations

Establishing legislative texts and regulations
guaranteeing the rights and freedoms of individuals
on Internet during the investigation of cybercrimes
and of their personal data and privacy.

Establishing the institutional framework to address
the risks and cybercrimes and taking the necessary
precautions to safeguard cyberspace security by

establishing and regulating the functioning of a
regional-national cybersecurity body and the other
involved actors.

Establishing the legislative and provisions for
variousinitiativesto addresstherisks and cybercrimes
and to take the necessary preventive measures to
safeguard the security of national cyberspace.

Establishing the frameworks, procedures and
mechanisms for legal, especially judicial, cooperation
between States concerned with cybercrime.

3.2. MECHANISMS FOR JOINT ARAB ACTION IN THE
AREA OF CYBERSECURITY

The different situations and divergences of the Arab
States with regard to the adoption of a national
strategy for cybersecurity and related legislations
have not prevented the emergence of a number
of initiatives at the level of joint Arab action and in
various regulatory and institutional frameworks that
would support and contribute to the implementation
of the outcomes of an Arab vision for cybersecurity,
in particular its action plan.

The first and foremost of these initiatives was the
ratification by the League of Arab States of the Arab
Convention for Countering Information Technology
Offences of 21 December 2010, ratified by a number
of Arab member States. This Convention entered
into force on 06 April 2014, 30 days after the deposit
of the instruments of ratification, approval and/or
acceptance by seven Arab States - Annex 1.

This Convention aims to counter offences that adopt
information technologies as information technology
offences and to establish a framework for the
investigation and prosecution of such offences. The
following acts were identified in the list of technical
offences:

Illicit access to, presence in or contact with part or
all of the information technology, or the perpetuation
thereof.

The deliberate unlawful interception of the
movement of data by any technical means, and the
disruption of transmission or reception of information
technology data.

Offence Against the Integrity of Data - Deliberate
unlawful obstruction,

destruction, obliteration,

modification or concealment of information
technology data.
Misuse of Information Technology Means - The

production, sale, purchase, import, distribution



or provision of any tools or programs designed or
adaptedforthe purpose of committing technological
offences or the information system password, access
code or similar information

Forgery - The use of information technology
Fraud to illicitly realize interests and benefits to the
perpetrator or a third party

Pornography - The production, display, distribution,
provision, publication, purchase, sale, import of
pornographic material or material that constitutes
outrage of modesty through information technology.

Offences Related to Pornography - Gambling and
sexual exploitation.

Offence against privacy by means of information
technology

Terrorism - Dissemination and advocacy of the
ideas and principles of terrorist groups, financing of
and training for terrorist operations, dissemination
of methods to make explosives, spreading religious
fanaticism and dissention and attacking religions
and beliefs.

Organized crimes - Undertake money-laundering
operations, request assistance or disseminate
money-laundering methods, advocate the use of
and traffic in drugs, traffic in persons, in human
organs and (illicit) traffic in arms.

Offenses Related to Copyright

Illicit use of electronic tools

Attempt at and participation in the commission of
offences
Joint Arab legislative initiatives have subsequently
taken the form of indicative laws, either in the area of
cybersecurity as a whole or in the area of combating
cybercrime or in certain other specific areas, such as
the Arab Indicative Act on Information Technology
Offences, the Indicative Act on Proof of Modern
Techniques and the Indicative Act on Electronic
Business Transactions and others. It was developed
within the framework of the works of the Arab Centre
for Legal and Judicial Research of the League of
Arab States , which operates under the auspices of
the Council of Arab Ministers of Justice.

These joint Arab initiatives have taken the form of an
Arab Convention Project. In this regard, we should
mention the preparation by the Arab Centre for
Legal and Judicial Research of the Arab Convention
Project for the Protection of Cyberspace in 2018,
which was ratified by the Council of Arab Ministers of

Justice of the League of Arab States.

It is useful to mention the recent initiative in the
framework of the works of the Joint Arab Action
High Coordinating Committee - Session 50-March
2021 - presented by the Arab Academy of Sciences,
Technology and Maritime Transport and the Arab
Organization for Communication and Information
Technologies, which could serve as the reference
framework for countering electronic piracy and
protecting the networks of joint Arab action

institutions and organizations.




3.3. REGULATORY CYBERSECURITY STRUCTURES

Atthe outset, it is necessary to emphasize that, in the
context of monitoring the realities of the legislative
and institutional framework of the Arab States in
cybersecurity, and taking into account the time
factor that did not enable the group of experts to
carry out a complete and accurate inventory of this
reality through, for example, a questionnaire in which
all Arab States participate, the group has adopted a
qualitative and non-quantitative approach based
on the most important available and the most
prominent studies and data. It has identified some
examples from the Arab States without considering
them in a comprehensive and complete manner,
as we are developing a general cybersecurity Arab
vision, while stressing the necessity and importance
of a more comprehensive study of the realities of this
legislative and institutional framework.

3.3.1. THE REALITY OF CYBERSECURITY NATIONAL
STRUCTURES

Most Arab States have not created a national
cybersecurity body, except for some States that have
established such bodies with different designations:
such as Saudi Arabia, Libya, United Arab Emirates,
Jordan, Oman, Morocco, Qatar, Bahrain, etc.

In some other Arab States, however, we note the
creation of several councils and bodies that play
an important role in defining the cybersecurity
national strategic vision and in developing practical
programs to achieve it, sometimes in the form of
councils and sometimes in the form of administrative
bodies under the Presidency of the Republic or the
Ministry responsible for security, national defense
or justice, as is the case in Egypt (the Supreme
Council for Cybersecurity), and Algeria (National
Authority for the Prevention of Offences Related to
Information and Communication Technologies). In
Kuwait, the General Authority for Communications
and Information Technology has jurisdiction over
cybersecurity functions and responsibilities, among
others.

In the area of protection of personal data, we note
that some Arab States have established national
bodies to monitor personal data, including the
following: Tunisia, United Arab Emirates, Morocco,
Egyptand Jordan. However, it is useful to emphasize
that these bodies are not subject to the same legal
regime and do not enjoy the same authorities and
privileges. It should be noted that some Arab States
have entrusted the task of monitoring personal
data to some Ministries’ Departments, as in the
case of the State of Qatar, where the legislator
made the legal department of the Ministry of
Communications the competent authority in this
area and subsequently, pursuant to Sovereign
Decree No. 1 of 2021, the authority of cybersecurity

and personal data protection were transferred to the
National Cybersecurity Agency. In Jordan, a 2020 Bill
Project has been published to protect personal data,
including the creation of the Personal Data Protection
Board.

As for electronic exchanges, some Arab States
have introduced an Electronic Exchange and
Digital Certification Control Body in charge with
the organization and management of the national
digital trust infrastructure (public key infrastructure),
such as regulating the operation of digital trust
services, monitoring the provision of such services
and indicating the system of responsibility of
service providers, like: Tunisia (The National
Electronic Certification Agency), Saudi Arabia (The
National Digital Certification Centre), Oman (The
National Electronic Certification Centre), Egypt (The
Information  Technology Industry Development
Authority) and Algeria (The National Electronic
Certification Authority). Jordan tends to create such
bodies...

Other Arab States have also pursued different
institutional formulas. In the United Arab Emirates,
for example, the Federal Identity and Nationality
Authority provides the digital signature service and
other digital trust services. In Morocco, the National
Telecommunications Regulatory Agency functions
as an oversight body for electronic exchanges and
digital certification.

3.3.2. THE CURRENT READINESS OF THE ARAB
REGION IN THE AREA OF LEGISLATION

Some Arab States have adopted a specific law on
cybersecurity that contains the various dimensions
of the latter, as enshrined in the best legislations in
the world: a physical legal regime for cybercrime,
a procedural legal system for its tracing, a special
regulatory and oversight body, a legal regime for
international cooperation and a framework for
internal cooperation between the cybersecurity
system components. Among the Arab States that
have adopted such legislation, Jordan (Cybersecurity
Act No. 16 of 2019) and Morocco (Cybersecurity Act
No. 05.20) may be mentioned.

In contrast, some Arab States have only adopted
special laws to counter media and communication
offences or, rather, cybercrimes, as is the case with:
Saudi Arabia, United Arab Emirates, Sudan, Lebanon,
Yemen, Kuwait, Egypt and Bahrain. Some other Arab
States have made amendments to their penal laws, as
is the case with Oman and Tunisia. Other Arab States
also included provisions on countering cybercrime
in their general law on cybersecurity, such as Jordan
and Morocco. It may also be noted that some States,
such as Algeria, have ratified laws on procedures for
tracking cybercrime (Act No. 2009-4 of 5 October
2009 on rules of procedures for the prevention of



offences related to information and communication
technologies).

With regard to legislations on electronic transactions,
most Arab States have developed such legislations,
like Bahrain, Egypt, Jordan, Morocco, Saudi Arabia,
Saudi Arabia, Tunisia, Kuwait, and others. It is notable
that most of these texts are also related to electronic
commerce.

On another level, many Arab States have ratified
a law on the protection of personal data, such as
United Arab Emirates, Qatar, Tunisia, Morocco,
Lebanon, Bahrain, Egypt and others. Some other
States had initiated the preparation of a law project
on the protection of personal data that they had not
yet ratified, such as Jordan and Comoros Islands.
It should be noted, however, that some other Arab
States have allocated some provisions of their law on
trade and electronic commerce to the legal system
of personal data, as is the case with Kuwait and the
Sultanate of Oman. In Saudi Arabia, a system for
the protection of personal data was ratified on 15
September 2021 and will enter into force within six
months of its publication.

3.3.3. INITIATIVES OF ARAB STATES T0 DEVELOP
Il)lﬂl'?gll\l CYBERSECURITY STRATEGIES AND

Despite its importance in ensuring national
cybersecurity, the adoption of anational cybersecurity
strategy was not a common denominator among
all Arab States. Having been adopted by some
Arab States, such as Saudi Arabia, Oman, Egypt,
Emirates, Jordan, Irag, Lebanon, Tunisia, Morocco,
Kuwait, Comoros Islands and others, we note that
some other Arab States are still considering and
discussing their national strategies for the purpose,
such as Algeria and Mauritania. Other States have
not yet begun to prepare such a national strategy,
like Djibouti. In addition, several Arab States have
addressed cybersecurity in their communications
and information technology strategies in general,
such as Libya, and have not yet ratified them.

With regard tothe contentof mostofthe Arab national
strategies in force, we note that the methodology for
their preparation, development and implementation
is close, with almost the same elements: initiation,
definition, analysis, development of the national
cybersecurity strategy, implementation, monitoring
and evaluation. Their content is also convergent
as they contain the following axes: Identifying risks
and challenges to cybersecurity, defining strategic
priorities and critical target sectors, setting national
and sectoral strategic objectives, developing
implementation mechanisms and programs to
achieve these goals and establishing mechanisms
for their evaluation. Among the important areas
of the national strategy: legislative and regulatory

framework, cybersecurity technology framework,
cybersecurity culture, capacity building, compliance,
implementation and preparedness of cybersecurity
incidents and international cooperation...

Thus, most of these adopted strategies by some
Arab States are fully compatible with international
best practices in this area, for example in the “Guide
to a National Cybersecurity Strategy: A Strategic
Commitment to Cybersecurity” by the International
Telecormmunication Union (ITU) or the Guidelines on
Internet Infrastructure Security in the Arab States of
the Internet Society Foundation (ISOC).

3.4. DEVELOPMENT OF THE ARAB STATES
INDEX

The effort made in recent years by Arab States
in cybersecurity capacity build has had a
distinct impact, as the ranking of many Arab
States in the International Telecommunication
Union (ITU) specialized Index has evolved. In
this area, Saudi Arabia has jumped in three
years from the 46th rank to the 2nd rank in the
world in 2020.

This distinction was achieved in particular by
establishing a national cybersecurity Centre, by
adopting a wide range of policies and performance
indicators for cybersecurity, and by continuously
monitoring the cybersecurity situation. Saudi Arabia
has also relied on global standards in the areas of
data classification, cloud computing, data protection,
etc. That is in addition to adopting applicable laws
that are being applied. The Kingdom has also
developed series of programs and initiatives to train
in various subjects in cybersecurity for a very large
number of employees and workers in this area. This
development is the result of the Kingdomos efforts to
implement reforms in the business environment and
government programs as part of its implementation
of the Saudi’s Strategic Vision 2030, which is primarily
designed to enhance its effectiveness and increase
its competitiveness. In addition to Saudi Arabia, the
indicators for the United Arab Emirates, Morocco,
Bahrain and Kuwait have evolved. However, the
indicators of other Arab States were relatively stable.
This ITU Index aims to measure the level of
commitment of each ITU Member State to the
five main areas of cybersecurity: legal, technical,
organizational, capacity building and cooperation
levels. This Index aims to assist States in identifying
areas of development and catalyzing actions
to improve their ranks in the relevant world
cybersecurity index, increase the level of
cybersecurity worldwide, help identify and
promote best practices and promote the
building of a global cybersecurity culture.
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3.5.  RISKS ANALYSIS FOR ARAB STATES
3.5.1. RISK ASSESSMENT

The main risks to cybersecurity in the Arab
region, particularly atthe legal and institutional
levels, are centered on the following points:

The failure of many Arab States to adopt
cybersecurity legislation;

The dispersal of cybersecurity legislations
and cybersecurity offences between several
laws, and the absence of a unified law whose
provisions are easily referenced.

Multiple cybersecurity structures have
created difficulties in identifying and
coordinating areas of intervention.

Some cybersecurity legislations are
inadequate for the privacy and challenges of
digital space

Inappropriate legislation that constitutes the
legal environment for cybersecurity (such as
the Electronic Communications Act...) with the
specificities and challenges of digital space.

Many cybersecurity laws remain inapplicable
because of the absence of the needed
provisions to achieve them.

Most States lack legislations to process and
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protect data of a personal nature.

The absence of a common regulatory and
legal issue of digital space reference among
the Arab States.

Significantlack of implementing regulations,
procedural  decisions and  regulatory
instruments for the application of laws.

Most Arab States lack a procedural law
governing the investigation and collection of
electronic evidence because of the privacy of
these procedures in connection with digital
space.

Difficulties in applying traditional penal
codes in digital space.

Adoption of some States of special
regulations and provisions in the area of
tracing cybercrime because of the slow
legislative process, even though the scope of
such orders and decisions is the authority of
the legislator.

The difficulties of accepting digital evidences
in both civil and criminal courts in the absence
of legal recognition in some States in terms of
validity and evidentiary value.

The failure of traditional means of



international judicial cooperation to effectively
address  cybercrimes.

Weak human and material potential in some
Arab States to deal with cybercrime

Absence of special teams of law enforcement
officerstodealwithcybercrimes.

Difficulties in resolving the question of
jurisdiction for transnational cybercrimes.

The lack of awareness-raising programs for
citizens and the lack of involvement of civil
society in these dynamics.

Focus on the central role of the State in most
Arab States in implementing cybersecurity
initiatives, including the computer’s security
response teams.

The lack of computer’s security response
teams of the legal basis for their activity,
financial resources, equipment, human
resources, skills and empowerment.

3.5.2. REGIONAL CHALLENGES

There are many challenges to security, stability
and prosperity inthe region, especially with the
growing reliance on technology and the rapid
transmission of information. Cybersecurity
conceptisoneofthemostimportantchallenges
at the strategic level because of its national
and international impact. These challenges
have evolved because of the backdrop of
the world extraordinary and unprecedented
global health crisis since the beginning of
the spread of the COVID19- virus, which has
significantly increased the number of targeted
attacks on various components of cyber
spaces. The sudden changes in the methods
and approaches of remote service delivery
have been the most important contributing
factors to the frequency of cyber-attacks and
the increased risks to cybersecurity.

In this context, States should take sustained
and sophisticated measures to be prepared
to face the risks of cyber threats to their
infrastructure within their digital information
space and associated activities on the World
Wide Web. This requires strengthening and
reinforcing the components of their electronic
arsenal by building on their national strengths
and by engaging with the private sector to
avoid the consequences of damaging their
strategic interests and the foundations of their
national security.

Digital space is reshaping politics, economy
and societies around the world. Many of
these communities and companies rely on the
continuous operation of digital machines to
deliver important services such as hospitals,

funding, communications and other military
and civilian purposes. As a result, internet
users face many challenges, which require a
security response at the highest level to meet
those challenges and risks and minimize the
resulting damages.

With regard to the protection of digital space
from threats of cybercrime, cyberterrorism
and cyberattacks by States or non-State actors,
it is a matter of protecting networks and
information systems from attacks that could
endanger devices, programs or information,
especially since such attacks may lead to the
diversion of private information, as well as
damage or create chaos to destabilize and
push for increased disorder at various levels:
politically, security, economically and militarily.
Despite the new opportunities created by
digital innovation, which have contributed
significantly to advancing technological
development, there are significant security
challenges, the greatest of which isinformation
security as well as risk management,
organization, infrastructure management and
disaster recovery.

In view of what has been said, it is necessary
to look at the concept of digital space, the
campaigns of sabotage, espionage, disruption
or destruction and their strategic impact on
national security.

In this context, disruption or destruction is
defined as malicious and deliberate action that
disrupts routine tasks, features and electronic
capabilities, including damage or destruction
of information and equipment.

Cyber espionage is the process of obtaining
information  and  secrets without the
permission of the owner, to gain advantage
over individuals, competitors, groups and
governments. Cyber espionage is carried
out through the exploitation of proxy servers
through harmful software, viruses, worms,
Trojan horses, and spy programs.
Sabotage is defined as activities aimed at
influencing the domestic policies of the
target States. It is a kind of new war without
a weapon. Cyber sabotage undermines the
power and authority of the political system or
State institutions and aims to achieve strategic
impact without the use of force.

The Internet then served as a suitable platform
for more terroristand aggressive acts than ever
before, as well as for the rapid development
and acquisition of modern technologies
by terrorist groups. These terrorist groups
deal with each other in ways that were not
available in the past, using modern means
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of communication, especially the internet, to
ensure communication and coordination in
order to exercise their activities, spread their
ideas and attract young people.

Electronic risks have become part of the
daily life and the more digitized services and
governments become, the more vulnerable
they become to infection and attacks. Thus,
specialized national security agencies are
increasingly involved in identifying and
addressing the strategic implications of
cybersecurity issues within their strategies that
link digital technology to State policy in terms
of organization and governance.

Offensive Cyber Operations have become
one of the mostimportant forms of inter-States
warfare, not only large and technologically
advanced States, but also many States in the
world that have been able to acquire these
tools because of their relative ease of access
and the relatively low cost of acquiring them
comparing to the tools of normal warfare. In
the past 10 years, the world has witnessed a
tremendous development in the capacity of
various States to cause serious damage to
other States because of these cyber-intrusions.
This may extend through a long history of
intrusions, some of which have been identified
and others have yet to be confirmed.

Many major States have expressed their
concerns about this type of attacks, which
target not only the confidentiality of their
data, but has also been able to undermine
critical infrastructure services in many States.
The world>s major States have been attacked
by critical infrastructure systems, industrial
control systems, government electronic
services, desalination plants, power plants,
airport air traffic management systems, and
through health management systems. These
attacks have reached all sectors and all over
the world, no matter how high the defense
technical potential of each State is. The key
rule in information security remains that «there
is no %100 security system», which makes
everyone targeted and put everyone in the
threat circle.

It should be noted thatin September 2018, the
United States announced the National Cyber
Security Strategy to counter its risks. The UK
has also announced the creation a strong
cyber unitin collaboration between the GCHQ
and the British Ministry of Defense with an
estimated strength of 2000 hackers. In October
2018, the NATO leadership announced the
establishment of the CCDCOE - Cooperative

Cyber Defense Centre of Excellence.

It involves 25 States for establishing a Centre
at the highest level of technical equipment
and human skills to monitor and counter
cyber-attacks on any of the NATO member
States in an effort to prevent or minimize
their effects. The NATO has examined military
strikes against any State found to be involved
in cyber-attacks against any Member State
and it is planned that this Centre will be fully
operational by 2023.

Germany and France preceded the United
States of America as well as the United
Kingdom in announcing the establishment of
cyber armies of a declared strength of 13500
hackers. The German Ministry of defense
identified this entity as one of the main units in
the German Ministry of defense, as did the Air,
Land and Sea Forces. Finally yet importantly,
France has also announced the establishment
of units of cyber armies to counter the France's
risks of such attacks.

3.5.3. SOME RECENT EXAMPLES OF HACKS

The following are some recent examples of
intrusions that have had a huge impact on the
national security of States and the protection
of their sensitive data or the disruption of
critical infrastructure services:




3.5.3.1. THE GREAT HACK

This Hack is called the Great Hack because
of the level of complexity associated with it,
the implementation mechanism, as well as
its implications. Undisputed, it is one of the
most important and powerful hacks of recent
years, with one of the largest companies
involved in the production of management
programs hacked into networks and organized
information, the Solar Windows Company,
whichownsthousandsofcustomersworldwide,
particularly in the United States of America.
After hacking into this company, hackers were
able to exploit its client software to hack into
these clients, making it multi-phased, not only
hacking into the software company, but also
using it as means of hacking into its customers.
In order to identify the damage caused by this
hack, it is enough to know that clients of this
company include the United States Treasury
Department, the United States Department
of Defense and Microsoft. After the discovery
of this hack, Solar Windows announced that
18000 of its clients had been hacked; including
Microsoft, which later announced that 30,000
of its cloud-computing customers had been
hacked. It may not be exaggerated to say that
the scale of the real damage caused by such a
hack is too great for anyone to account for. The
U.S.Intelligence Agency reports that the culprit
behind these attacks is foreign intelligence,
which led the current U.S. President to impose
a $1 billion penalties for Russian companies
he said they were involved in.

3.5.3.2.THE SCANDAL OF LEAKING THE DATA OF
MILLIONS OF AMERICAN CITIZENS THROUGH
SOCIAL NETWORKS APP AND INFLUENCING
AMERICAN PUBLIC OPINION

In a first in history, a company specializing
in campaign management (Cambridge
Analytica), one of the companies involved
in the campaign management of the former
President of the United States, obtained the
data of more than 80 million U.S. citizens. This
analytical data has made it possible to identify
who is in his favor and who is in favor of his
competitor. The study of demographic data
and the analysis of the trends of the owners of
these political accounts through the analysis
of their behavior on social media networks
has made it possible to carry out propaganda
campaigns and to direct content that will
improve the mental image of the users of
these accounts of a candidate and show
the disadvantages of the other candidate,
especially after another cyber scandal

involving the hacking of his e-mail and the
disclosure of highly critical secrets related to
an earlier period.

I3'IIS\€K3 KIEV-UKRAINE MAIN CONTROL CENTRE

In 2016, the special electronic system of Kievss
main control station in Ukraine, followed by
more than 60 substations, was hacked into
the accounts of the statiom»s management
staff and then tapped into their passwords for
remote access to control the substations and
access to total power outages. This disruption
forlong hours has caused many damages to all
sectors, whether military or civilian, including
butnotlimited to: Hospitals and e-government
services, as well as severe impacts on banking
services. It may be also necessary to mention
that this has been repeated several times in
different forms and objectives.

3.5.3.4.«CRYPTO AG™ SCANDAL

Crypto AG is one of the largest and best-
known companies in the production of
encryption equipment and tools for highly
classified correspondence at the level of
Heads of States and diplomatic bodies around
the world. For decades, the company has
been trusted by dozens of States around the
world and has sold its equipment in over 120
States around the world. In February 2020,
«The Washington Post» published a shocking
report, announcing that the company had
been secretly acquired by a developed State.
With sophisticated technology, it was able
to acquire the encryption keys used by this
equipment, which enabled it to monitor and
follow up on all the correspondence made
through the companyss equipmentworldwide.

3.5.3.5.THE UK «NATIONAL HEALTH SERVICE”
HACK

In May 2017, the UK National Health Service
was targeted with ransom viruses. Key servers,
databases and applications of the health
system were encrypted. This paralyzed the
entire electronic system. As a result, all health
services were disrupted in a wide range of the
United Kingdom. This has had a serious impact
on the health services of hospitals and health-
care centres, posing a serious threat to the
lives of citizens present or attending hospitals.
From the above, the extent of the severe
damage that cyber-attacks can cause and
their effects on the national security of States
is clearly demonstrated. For the Arab region,
there is an urgent need today to formulate

2
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an integrated Arab cybersecurity strategy in order to strengthen joint Arab cooperation in this
important area, exchange Arab experience and build capacity, as well as to intensify coordination
in monitoring and responding to risks towards a secure Arab cybersecurity space. Such space
that will enable many States to realize their future vision towards supporting the digital economy
and implementing the digital transformation mechanisms, providing smart digital services and
further expanding the systems of the Fourth Industrial Revolution. In addition to securing the
implementation of intelligent city projects in many Arab capitals, which ultimately leads to the
maintenance of Arab national security and the provision of greater welfare to the Arab citizen.

3.5.4. CHALLENGES OF SECURING MOBILE NETWORKS
3.5.4.1. CHALLENGES

Fourth and Fifth-generation networks face security challenges and opportunities stemming from
the new services they provide as well as the nature of the infrastructure and technologies they
exploit, as well as the normal requirements for protecting the privacy and data of the last user. All
stakeholders need to understand the requirements of diverse scenarios to establish the networks,
the infrastructure and the services to be provided, in particular better definition of insurance
standards and techniques to address the associated risks.

3.5.4.2.TECHNOLOGY INSURANCE FEATURES

The independent fifth-generation network provides more security and safety features to meet
potential security challenges in the life cycle of future networks, such as air interface security,
enhanced user privacy data protection, enhanced roaming security, improved encryption
algorithms, etc.

Non-independent fifth-generation and fourth-generation networks share the same safety
mechanisms and operate in accordance with standards and practice to continuously improve
their security levels. Therefore, they are securer networks than other generations, especially
through their realization of all means of security reference in all their components.

3.5.4.3. MOBILE NETWORK SECURITY MEASUREMENT STANDARDS
Within the framework of fifth-generation networks, GSMA and 3GPP , leading standard-setting
organizations in the telecommunications industry, jointly defined the Network Equipment Security

Unified Authentication Primary Authentication Secondary Increased Home Conb}\ Enhanced Subscriber
Framework 5G AKA and EAP-AKA Authentication Authentication must be Privacy
AGPP access of non-3GPP between the UE and external completed in home area 5G introduce SUCI
access DN-AAA Effective fraud avoidance SUPI decoupled with paging
RAN Security Service Based Archlnec}n Roaming Security with 5GS-EPS Interworking LTE-NR Dual
Mandatory Supporn OAuth 2.0 authorized EPP Security Connectivity
DTLS IPsec ESP and IKEv2 framework, Semice N32 security enhanced; Ensure seamless handover Using LTE Security
Communication Proxy, new SEPP(Security Edge Algorithms and Process
SBA sec framework Protection Proxy)
NPN SRVICC from NR to URLLC Security TSC security SGLAN service security
Support supplementary UTRAN Dual-connectivity-based Access security for TSC- Secondary authentication for
authentication mode, SUPI MSC unable to oblain K redundant user links enabled UES: Inclusion of access o 5G LAN. Same
privacy security, PNI-NPN gPTP Control Signaling security policy for all PDUs
authentication
Non-3GPP access 5GC Fixed network access UE Security Visibility an Encryption capability Slice security
Use EAP-5G process through 5GC Configurability enhancement UE must perform local
TNAP Access through W-AGF necessary information and TLS; IKEv2; CRL authentication. Use the EAP
man-machine interface for UE framework. Network slice
mgmit security enhancement

Key components in securing fifth-generation networks

Assurance Scheme (NESAS ) and developed
the Security Assurance Specification (SCAS)
for the evaluation and security audit of mobile
network equipment. The NESAS/SCAS
specification provides a basic framework
and a unified approach to establishing and
verifying that networks meet all security and
safety requirements.

The Operators Association has launched

a special platform for sharing knowledge
on fifth generation network security . This
platform aims to support stakeholders in
identifying, planning and mitigating risks; it
is a comprehensive knowledge database to
scan the various threats to fifth-generation
networks and to propose security controls and
solutions.



3.5.4.4. BUILDING TRUST BY PARTNERSHIP

Today, the fifth-generation networks are real
and this generationss life cycle will last for
some time. Building on successful experiences
of fourth-generation security, the security risks
of fifth-generation networks can be controlled
through the joint efforts of all stakeholders.
In order to build a credible system, there
is a need to work within harmonized
responsibilities and common standards with a
clear regulatory framework. In order to control
the risks of the fifth generation life cycle, there
is a need to continuously promote security
solutions through technological innovation
and building secure systems and networks
based on appropriate standards and in
collaboration among all stakeholders:

Networks Manufacturers: Manufacturers
shall contribute seriously to the development
and improvement of secure network standards
and shall comply with standards, integrate
insurance techniques to build a secure
network, together with customers and other
stakeholders. Manufacturers shall mobilize
capabilities to support operators to ensure the
safe and flexible operation of the network.

Operators: Operators are responsible for
the continuous flexible safety of their own
networks. Operators can prevent external
attacks by creating firewalls and safety gates.
With regard to internal threats, operators can
establish appropriate and effective procedures
for the management, control and scrutiny of
all partners to ensure that all components of
their network are secure.

Industrial and governmental regulatory

bodies: All these bodies need to work
together according to Indexes under shared
responsibility. With regard to technologies and
fifth-generation orientations, there is a need to
develop an ongoing context for the safety of
fifth-generation networks in the light of risks
related to multiple service scenarios (such as
Slicing - MEC, mMTC, etc.). As for insurance
security, there is a need to consolidate
cybersecurity requirements and ensure that
these standards are applicable and verifiable
forall operators and manufacturers by focusing
on risk identification and response.
In the age of fifth generation and artificial
intelligence, all stakeholders shall collaborate
tosetIndexesfornetworksafetyandto develop
audit, risk identification and response systems,
while working to innovate and develop new
solutions for flexible security.
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4.1.  STATEMENT OF THE STRATEGIC VISION

Towards a safe, integrated Arab society
integrated into the global digital economy
and self-sufficient solutions and expertise
supporting digital confidence and protector
of Arab cyberspace

Safe Arab Society: By strengthening the
sense of safety of all members of the Arab
community and providing the objective
conditions and requirements of cybersecurity;

Comprehensive: Inclusive and dependent
on interaction of all stakeholders.

Integrated into the global digital economy:
By formulating the necessary regulatory and
technical safety measures against potential
harms in the light of adopted international
standards and best practices and clear
guidelines through which companies and
economic actors can safely develop new and
innovative digital products and services to be
part of the digital economy.

Self-sufficient solutions provider: Through
the development of incentive strategies for
solutions developers in the Arab region to
produce tools and programs for homemade
IT safety;

Digital trust supporting expertise: Through
the development of qualified educational and
training programs for Arab cadres and officers
in all areas supporting digital trust;

Arab cyberspace/digital protector: The
ultimate strategic objective is to protect Arab
regional and national cyberspace.

4.2. QUALITATIVE OBJECTIVES OF THE VISION

With regard to the serious challenges and
risks facing the Arab region that have been
intensified by the «extraordinary» global
health crisis of 2020, this vision aims at:
Creating participatory mechanisms by taking
advantage of the regioms cybersecurity
market

Developing the capacity of cybersecurity
specialists, encouraging professionals and
students to get involved, building capacity
and developing an integrated cybersecurity
training system.

Increase  community awareness  of
cybersecurity and Internet-related risks,
promoting safe digital practices and
encouraging institutions to spread cyber
awareness effectively.

Organizing competitions that support
cybersecurity  excellence  through Arab
award programs, encouraging institutions

to launch cybersecurity programs, inspiring
entrepreneurs to innovate in the field,
supporting creative research in academic
institutions and encouraging students to be
involved in cybersecurity;

Regulating the cybersecurity incident
detection and reporting mechanism.

Establishing a standardized methodology
for assessing the degree of gravity of cyber
incidents to provide appropriate support.

Building Arab capacities at a global level to
respond to all types of cyber accidents

Designing a comprehensive legal and
regulatory framework for cybersecurity to
address all types of cybercrimes, building
a regulatory framework to protect current
and emerging technologies, and developing
supportive systems to empower small and
medium-sized enterprises and protect them
from cyber threats

43. MECHANISMS AND COMPONENTS OF THE
VISION DEVELOPMENT

By defining the realities and challenges of
cybersecurity in the Arab States, we can
consider some achievements that could form
the basis of the strategic vision:

The trend of many Arab States towards
adopting a national cybersecurity strategy

The trend of many Arab States towards the
adoption of general cybersecurity legislation

The importance of Arab initiatives in bringing
Arab national legislation closer together
and developing joint action in the area of
cybersecurity

Most Arab States rely on the best legislative
practices of the world to develop either
the strategy or the national cybersecurity
legislations.

Value the role of initiatives of global
international and Arab organizations in
developing effective national strategies and
legislations.

5
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5..  OUTLINES OF THE OPERATIONAL PLAN
5.1.. DEVELOPMENT AND IMPLEMENTATION OF
AR NATIONAL CYBERSECURITY STRATEGY

The Arab States lack National cybersecurity
strategy, which reflects the lack of a clear or far-
reaching view of cyber risks and the strategic
objectives to be achieved. The development
of a strategy for cybersecurity is the first step
towards achieving a secure digital space for
any institution or State. Undoubtedly, the path
of this strategy begins after each State has
defined its own vision and message regarding
the management of the cybersecurity and the
impact of its risks. One of the most important
and best global references in this regard is
the International Telecommunication Union
"GUIDE TO DEVELOPING A NATIONAL
CYBERSECURITY STRATEGY

Once the vision and the message had been
defined, the analysis of the gap between the
gap and the desired situation should begin
to be completed, and the strategy should
then be developed to serve as the road map
towards moving to the desired situation. The
cybersecurity strategy must be implemented
within a framework of institutional governance
that ensures that risks are reduced and
resources are well exploited, that initiatives
and projects are in line with the objectives to
deliver expected outputs, and those Indexes
for measuring performance are developed at
all stages.

A global cybersecurity framework is also
strongly recommended, representing the best
global practices for managing this important
topic. One of the best known models is
the Cybersecurity Framework NIST , which
operates on five parallel hubs in order to have
full cybersecurity capabilities, which are:

1 |dentify the digital assets and the
associatedrisks

2 Protect and Secure

3 Detect cybersecurity events

-4 Respond to cybersecurity incidents
-5 Recover from cybersecurity incidents

It should be noted that the Framework is a
general framework that can be used anywhere
and in any of the different business sectors.
It is not linked to specific technology, but is
compatible and integrated with a very large
number of the most popular global standards
and frameworks associated with cybersecurity.
The implementation of this framework shall be
linked to the existence of several mechanisms,
including, but not limited to:
Mechanism for determining the critical

digital assets of an enterprise

Mechanism for risk assessment

Mechanism for assessing impact on
businesses

Mechanism to support the principle of
continuous improvement

5.1.2. SUPPORTINGRESEARCHANDDEVELOPMENT

One of the most important factors and axes
supporting tangible success in possessing
cyber capabilities, whether in defense or
cyberattack, is research and development.
The level of success in achieving the required
capabilities is linked to the volume of
expenditure and logistical support available
to research and development operators,
whose branches and disciplines are very
numerous, for example (cloud computing
mobile phones systems - systems and virtual
applications - embedded systems and Internet
of Things applications).

In that regard, it is important to highlight the
opportunities for the required partnership
between the private and the governmental
sector. This could promote investment in
that area, with a view to achieving many
objectives, not only supporting research and
development, but also creating opportunities
for the development of solutions and
applications or processes that support
cybersecurity and enrich the technology
market in the Arab States.

5.1.3. TRAINING AND AWARENESS-RAISING

Any successful system is based on three
main axes (individuals - regulations, policies
and laws - technology). In the area of
cybersecurity, human resources are among
the most important and almost all-important
components of the system. Whatever the
ability of institutions and States to possess
highly sophisticated techniques, the best
possible performance of such techniques
will continue to depend on the capacity to
operate and manage them. Therein lies the
critical importance of cadre development and
human capacity building. It should be noted
that the world is experiencing a significant
shortage of trained and qualified personnel
to secure thousands of technologies in the
business sectors, such as: Education, health,
e-government services and banking services
of various kinds, regulated by industrial
control and critical infrastructure management
networks, which may be the most hazardous
of all, since tampering with the settings of such
networks or illegal communication with them

1)
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may lead to complete paralysis of institutions
and even States.

In this regard, there are well-known models
and global frameworks that can be relied
upon or even adopted as they are for a vision
of preparing specialists in various areas of
cybersecurity. The most famous model is the
National Initiative for Cybersecurity Education
(NICE) developed by the American National
Institute of Standards and Technology (NIST).
This framework defines a number of workers
in cybersecurity and sets out for each function
a type of job description in addition to the
capabilities and skills required for the job.
Thus, enabling to develop specialized training
programs for the preparation of specialists
from various cybersecurity branches, such as
a clear path to developing the capabilities of
workers in this field from the earliest to the
most advanced levels. Perhaps the best Arab
initiatives in this context is the Saudi Arabiass
so-called: The “Saudiinitiative for cybersecurity
cadres (swords).»

While we are talking about the human
factor as one of the most important factors
supporting the success of the cybersecurity
system, it does not stand within the limits of
specialists and cybersecurity officials, but
rather extends to every individual in the
institution. It is very likely that an enterprise will
be fully targeted by any employee or affiliate,
or even by any individual who has dealt with
it, such as suppliers, clients, partners and any
other institution associated with the target to
be breached. Hence cybersecurity awareness
as a critical factor, as we always stand that the
weakest link in the information security chain
is the human factor.

All global standards dealing with information
security require awareness-raising programs
for staff or users of technological systems in
general, including but not limited to:
PCI - Payment Card Industry Standard
GDPR - General Data Protection
Regulation
ISO 27001 International Standard for
Information Security

5.1.4. SECURITY STANDARDS

The adoption of specific cybersecurity
standards as a minimum for technological
security controls is important. Many States in
the world have developed binding standards
and controls to achieve a minimum level of
cybersecurity objectives, which would be
enhanced but cannot be removed without
them. One of the most famous global models

in this regard is that of the United States of
America.

FIPS Federal Information Processing
Standards

CC Common Criteria

NIST 53-800 r5 (Security and Privacy
Controls for Information Systems
There are also many global models that
represent public standards that are not
linked to a State, but can be used as public
references and accepted by all the world»s
specialists:

CIS Controls - Top Critical Controls

ISO 27001 International Standard for
Information Security
Some Arab examples on this context are the
United Arab Emirates, the Kingdom of Saudi
Arabia and Qatar, where they have binding
regulations over the various business sectors
in order to achieve a minimum level of State-
level cybersecurity. They are also established
to develop more specialized regulations in
each business sector, or more robust ones, in
accordance with actual security requirements.

5..5. INTERNATIONAL COOPERATION (JOINT
ARAB  COOPERATION)

The exchange of expertise and technical
information related to the analysis of cyber-
hacking mechanisms and the attempt to
determine its source and objectives is an
important and potentially useful outcome of
joint Arab cooperation. Access to information
and the timing of access to information
are crucial in detecting or predicting cyber
accidents. They may also be prevented or their
effects to be reduced. The idea of cooperation
and exchange of information is not new, and
perhaps one of the strongest examples is the
North Atlantic Treaty Organization (NATO)
model that created a Centre of Excellence
for Joint Cyber Defense from NATO member
States. The Centre includes specialists from 25
different States, monitors cyber threats to any
NATO State and attempts to repel such attacks
in coordination with all concerned States in
order to prevent or minimize their impact.
In order to be productive and effective, this
cooperation must cover the three axes.

People

Policies, procedures and laws

Possession of the appropriate

technologies
It is also possible to share some technical
information because of this cooperation with
the relevantresearch centresinthe Arab States,
thereby enhancing their research capacity
and developing their tools in response to
cyberattacks.



5..0. ESTABLISHMENT AND DEVELOPMENT OF
NATIONAL CYBER INCIDENT RESPONSE CENTRES

National Cyber Incident Response Centres
are the first line of defense or units for early
detection of cyberattacks. They play an
important role in trying to identify the sources
and objectives of such attacks and in trying to
analyze their methods of work and the gaps
targeted by such attacks. At the very least,
there should be at least one State-level Centre,
preferably coordination between the Centre
and similar centres, which operate within a
limited scope atthe level of a specificinstitution
orone of the ministries. Itis also recommended
to establish specialized centres at the level
of different business sectors, such as health,
communications, critical infrastructure... There
are different types of requirements from
sector to sector and the priorities, means and
objectives of cyberattacks vary from sector
to sector and from enterprise to enterprise.
The Cyber Incident Response Centres are
located in many Arab States but vary in their
capabilities and potentials they also lack
mechanisms for joint Arab cooperation and
exchange of experience and information. In a
number of States, there are no such centres,
which necessarily requires an urgent plan to
support the establishment of their national
cyber response centres and the training
of their personnel. Several international
references can be drawn upon in this regard,
notably the ITU releases on these Centres,
as well as the European Union Agency for
Cybersecurity (ENISA), as well as the National
Institute of Standards and Technology of the
United States of America.

5.1.1. LINK OF ACADEMIC STUDIES TO LABOR
MARKET NEEDS

Largely, there is a significant gap between
the technical or, if any, information security
disciplines of university students and the actual
needs of the labor market. One important
step in providing trained cadres to fill the
severe deficit between the needs of the labor
market and the number of suitably qualified
individuals to fill these posts will be to move
towards the provision of cybersecurity-related
disciplines. Large, well-trained numbers can
be provided in a short period of time and at
a small cost compared to specialized training
costs or globally approved courses, which
usually cost up to a few thousand dollars per
course per trainee.

It is also possible on the one hand, to
develop content based on the preparation
and supervision of selected academics and
professionals in order to produce curricula
at appropriate cost to prepare generations
of cybersecurity specialists to meet the

requirements of the labor market in the Arab
region. On the other hand, to support scientific
research efforts in this important area. With the
exception of a very limited number of Arab
universities, the vast majority of them lack
cybersecurity specialties and perhaps some
relevant subjects.

5.1.8. DEVELOPMENT OF INSTITUTIONAL
ADMINISTRATIVE STRUCTURES

One of the greatest problems and challenges
facing most Arab States is the lack of a
definition of cybersecurity, as well as where
the responsibility for securing information
and systems lies. IT responsibility may be the
responsibility of a single person within an IT
department institution or task force, and in rare
cases cybersecurity departments present and
directly dependent on senior management.
The latter model represents the global best
practices in this regard. When it comes to
developing a common vision for Arab States
on cybersecurity, it is essential that all State
bodies and institutions have an information
security department with clear and specific
tasks, as well as an administrative structure
in this department with an appropriate job
description so that each organization has an
administration that secures all its digital assets.
This Department and its staff are subject to
performance evaluation through specific
performance indicators and are constantly
developing and improving. The Department
shall be under the management of the highest
authority within the institution to support its
operational tools to activate cybersecurity
policies, tools and controls.

5.1.9. THE LEGAL ASPECT

To give effect to the National Cybersecurity
Strategic Vision in its legal aspect, the
following programs, actions and operational
mechanisms shall be implemented:
Update and review the strategy
periodically in the light of changes and rapid
technical development, and in the light
of the accumulation of experience in the
implementation of previous strategies.
Update of cybersecurity legislation shall
be guided by the best legislative practices of
the world, taking into account international
and regional conventions and legislations.

2]
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Ensure that the legislative reforms to be
introduced are balanced between addressing
risks and cybercrime and protecting rights
and freedoms, in particular privacy and online
freedom of expression.

Establish specialized units for forensic
officers to investigate cybercrime.

Encourage victims to report cybercrime
to gather information and make remote
reporting available.

Capacity building in drafting cybersecurity
laws and regulations.

Organize awareness-raising and formative
campaigns for judges, judicial officers,
legislators, lawyers and enforcement agents
involved in countering cybercrime.

Organize awareness-raising campaigns
for citizens, especially some targeted groups
for cybercrime or vulnerable groups such as
children, and the dissemination of a culture of
privacy and cybersecurity.

Develop the legal framework within which
computer emergency response and response
teams operate, and develop initiatives in the
area of «ethical piracy» and overcome their
difficulties.

Develop frameworks, methods and
procedures for judicial cooperation between
Arab and other States to avoid safe havens
for the commission of cybercrime;

Harness and develop the skills of «ethical
piracy» through talent competitions and
hackatoons, and the development of manuals
for local groups of researchers involved in
ethical piracy

Promote public-private partnerships in a
cooperative and synergistic approach.

Support Arab cooperation frameworks at
the level of risk management and cybercrime
based on a cooperative and synergistic
approach

Encourage public administrations, private
institutions and associations to develop
codes of conduct on cybersecurity and
privacy protection.

5.2. COMPONENTS OF THE OPERATIONAL PLAN

The operational plan relies on the following
key components:

CYBERSECURITY LAWS AND REGULATIONS

— Addressing all types of cybercrime
— Protection of current and emerging technologies
— Strengthening the protection of small and medium-sized

enterprises

(
\.

AN INTEGRATED AND DYNAMIC CYBERSECURITY ENVIRONMENT

Supporting start-ups and promoting Cybersecurity
Research and Development

Cybersecurity capacity development

Enhancing individuals awareness of cyber risks and the
importance of cybersecurity

Promoting cybersecurity excellence

(|
\

NATIONAL CYBER INCIDENT RESPONSE PLAN

— Standardized means of reporting cyber incidents
— Standard risk assessment model and plan for dealing
with cyber incidents

— Inter-agency intelligence sharing

(
\.

CRITICAL INFORMATION INFRASTRUCTURE PROTECTION PROGRAMME

— |dentification of critical assets
— Development of global standards for risk management
— Effective reporting, compliance and response processes

\.

PARTNERSHIPS

i |
J

= (overnmental sector

— Private sector

——Academic institutions

— Associations and regional and international organizations

\_
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5.2.1. CYBERSECURITY GOVERNANCE IN THE ARAB REGION

Given the structure of joint Arab action within the framework of the League of Arab States, and
taking into consideration the competence of each body and organization, we propose the
establishment of a regional council or any regional framework. This body shall manage, propose
and establish regional initiatives and follow up their implementation, particularly in the areas
of capacity development in the field of cybersecurity, the development of scientific research
and the adequacy of legislations on IT safety and cybercrime. It shall also develop and monitor
the development and dissemination of regional indicators and coordinate the preparations to
counter the growing crime and cyber risks.

The League of Arab States

The Telecommunication The Justice Ministers The Interior Ministers
Ministers Council Council Council

The Arab Organization Arab Centre for Legal and Naif Arab University f
for Communication and Judicial Research of the d : el r;n(emty or
Information Technologies League of Arab States ecurity Jalenes
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REGIONAL INITIATIVES

AP

Some of the regional initiatives that we propose:

The official establishment of a regionally and internationally recognized Arab Consortium,
called Arab CERT. This Consortium could be established virtually as a first step to be one of
the most important stage towards supporting Arab cooperation in this vital and strategic area.

This Consortium shall have as tasks:

« Coordinating a regional and international contact center to monitor security incidents
related to information and communications technology

« Providing accurate and timely information on security threats, current or emerging
vulnerabilities and proposed technical solutions

« Monitoring and providing proactive measures to reduce security incidents

« Coordinating with national, regional and international computer emergency response

centres

Preparing, developing and updating of appropriate legislation and reference laws,
especially in view of the rapid development of technological trends

Based on similar studies of the following laws:
« Cybersecurity laws

« Countering Cyber crime

« Protection of personal data

« Electronic transactions

Protecting children and youth in the digital space

Capacity development in information and communication technologies and
development of scientific research

through
« The development of an approved special training curriculum, which shall be
completed with the certification of an Arab expert on cybersecurity and shall be
implemented by a network of accredited Arab higher institutes, universities and
educational institutions.

« The development of a package of catalytic regional initiatives in the field of
scientific research and innovation in cybersecurity and network protection, and the
organization of specialized Arab competitions in the field of Ethical hacking.

« Establishment of a database of Arab experts in the field of cybersecurity



Establishment of an observatory of cybersecurity indicators in the Arab region

through

« The development of a periodically updated platform that monitors and displays
all indicators on cybersecurity in the Arab region. The platform shall also share all
general reference documents on strategic and national plans.

« The formulation of regional standards taking into account global best practices,
while keeping in mind the special needs of Arab States

We are fully convinced that, with regard to cybersecurity, many Arab States are making great
efforts, but there is still a long way to go through to deal with the growing cyber risks, which require
the consolidation of efforts at the Arab, regional and international levels to find comprehensive
and sustainable solutions.

Today, more than ever, we need to accelerate our steps towards strong cooperative relationships
in order to establish a cooperative approach to promote open, free and secure digital space for
all everywhere.

The Arab Organization for Communication and Information Technologies looks forward this
initiative to be the nexus between Arab States in the area of information safety and cybersecurity.
We look forward to cooperating with all Arab States and actors in the field in order to achieve our
common objectives.

B
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ARAB INFORMATION & COMMUNICATION
TECHNOLOGIES ORGANIZATION

The Arab ICT Organization (AICTO) is a specialized Arab o.
governmental organization working under the aegis of the league
of Arab States.

It aims at developing ICTs throughout the Arab region and
providing the necessary mechanisms to support cooperation and »
complementarity between AICTO members, promote and enrich
common policies and strategies to develop vital technological
domains. AICTO is working with all stakeholders in the Arab region
and other international partners to spread fair and sustainable
access to technology and adapt it to serve the goals of economic
development and achieve social advancement over the region.

Headquarters : Tunis, The Capital Of The Republic Of Tunisia

Address : 12 Rue D'angleterre, 1000 Tunis, Tunisia o
Phone: +216 71320713 | Fax:+21671 320719
E-Mail : Contact@Aicto.org | Website,;: Www.aicto.org
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